UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO TAM PIEP Péc lap - Tu do - Hanh phic

Sé: 67/UBND-VHTT Tam Diép, ngay 11thang0nam 2024

V/v tang cuong cong tac bao dam an toan
thong tin mang trong dip Tét Nguyén dan
Giap Thin 2024

Kinh gui:
- Céc phong, ban, nganh, MTTQ, doan thé thanh phé;
- Céc co quan, don vi, doanh nghiép trén dia ban thanh phé;

- Uy ban nhan dan céc phudng, x4.

Thuc hién Cong vin s6 39/STTTT-CNBCVT ngay 10/01/2024 cia S&
Thong tin va Truyén thong vé viéc ting cudng bao dam an toan thong tin mang
trong dip Tét Nguyén dan Giap Thin 2024. UBND thanh phd dé nghi cac phong,
ban, nganh, Mat tran to quéc va cac doan thé thanh phé; UBND cac phuong, xa;
cac co quan, don vi, doanh nghiép, truong hoc thuc hién mot s6 noi dung cong
viéc sau:

1. Ting cuwong trién khai hoat dong bao dam an toan thong tin mang:

- Ra soat cac hé thong thong tin, bao dam cac hé thong thong tin duoc trién
khai day du cac bién phap bao vé theo cip do an toan.

- Phan cong luc luong tai chd trién khai truc giam sat 24/24; chu dong theo
ddi thuong xuyén, lién tuc cac hé thong giam sat an toan thong tin tip trung, hé
thong phong, chéng ma doc; tap trung dam bao xir 1y, khic phuc kip thoi tin cong
mang, canh bao ma doc duogc xac minh.

- R4 soat, kiém tra va boc g0 cac phﬁn mém ddc hai cho toan bo may chu,
may tram trong hé thong mang. Trong d6, can wu tién cac hé thong tin c6 dia chi IP
nam trong Danh sach IP mang Botnet dugc canh bao hang thang hodc dot xuat.

- Chu dong ra soat cac 16 hong, diém yéu trén cac hé théng thong tin thudc
pham vi quan 1y va trién khai cac giai phap phong ngira va khac phuc triét dé cac
16 hong, diém yéu.

- T6 chirc tuyén truyén, nang cao nhan thiic co ban k§ nang vé an toan thong
tin mang, canh giac vé thong tin xau doc, tin gia va thong tin lra ddo trén khong
gian mang cho can bd co quan.

2. Cac doanh nghiép cung cap dich vu vién thong, internet:

- Bao dam bd tri déy du nguén nhan luc dé truc giam sat, hd tro va khéc

phuc su cd bao dam ha tﬁng vién thong, internet an toan, thong subt.



- Trién khai dy du cac bién phap bao vé, bao dam phat hién va ngin chin
kip thoi hoat dong tan cong mang, phat tan thong tin xau doc, thong tin vi pham
phap luat trén hé thong thong tin, ha ting mang ludi thudc pham vi quan 1y.

- Thyc hién nghiém va kip thdi cac bién phap xur 1y theo yéu ciu cia So
Thong tin va Truyén théng va co quan chtic ning c6 tham quyén.

3. Trong trwong hop cin hd tro giam sat, xir 1y, @ng ciru sw ¢6 dé nghi
lién hé véi Cuc An toan thong tin, B) Thong tin va Truyén théng thong qua
cac didu moi:

- Trung tdim Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoidc sd dién thoai truc duong day néng ung cuu su cd
086.9100.317, thu dién t: iIr@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang qubc gia (NCSC), dién

thoai: 02432091616 hodc sb dién thoai truc duong day nong hd tro giam sat, canh
bao sém 0389942878, thu dién tu: ais@mic.gov.vn./. %

Noi nhén: TM. UY BAN NHAN DAN
-Nhu kinh gii; KT. CHU TICH
-Lru: VT, VHTT: # o P CHU TICH
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